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HOAX? Cotoje?

Anglické slovo, znamena v prekladu:

- Mystifikace

- Podvod

- Zert

- Novinarska kachna
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Kde je zacatek?

&) rimy se nejdiive Sifily ustné - IPP

Vyuziva se dostupna technologie

| /4\ Kliknout je tak snadné...
7 7
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Hoaxy v dobe Internetu

Smyslena varovani pred virem

PREDEJTE DAL !!!

V PRISTICH DNECH MUSITE DAVAT VELKY POZOR A NEOTEVRIT ZADNY E-MAIL
NAZVANY POZVANKA-"INVITATION", NEZAVISLE NA TOM. OD KOHO JE.

JEDNA SE O VIRUS, KTERY " OTEVIRA OLYMPIJSKOU POCHODEN" A KTERY SPALI
HARD DISK. TENTO VIRUS BUDE ODESLAN OSOBOU, KTERA VAS MA VE SVYCH
KONTAKTECH. TAKZE POKUD OBDRZITE E-MAIL S NAZVEM "INVITATION"
NEOTVIREJTE HO JE TO NEJHORSI VIRUS OHLASENY CNN A KLASIFIKOVANY
SPOLECNOSTI MICROSOFT JAKO NEJDESTRUKTIVNEJSI VIRUS, KTERY KDY

BYL OBJEVEN VCERA ODPOLEDNE POSLETE TENTO E-MAIL VSEM. KOHO ZNATE.
VASIM PRATELUM,| VSEM VASIM KONTAKTUM CiM VICE OSOB UPOZORNITE PREDEM,
TiIMHURE SE BUDE VIRUS SIRIT!!!
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Hoaxy v dobe Internetu

Vymyslené prosby o pomoc

Nemocné déti, tyrani pejsci...
Kdyz to vymazZete... tak opravdu nemate srdce.

Ahoj. jsem 29lety otec. Ja a moje Zena mame spolu prekrasny Zivot. Bih nas také
obdaroval ditétem. Jméno nasi dcery je Rachel a je ji 10 mésicii.

Pred nedavnem lékafri zjistili rakovinu mozku v jejim malém télicku. Existuje jen jeden
zpusob, jak ji zachranit... OPERACE.

BohuzZel nemame dostatek penéz na jeji zaplaceni. AOL a ZDNET souhlasili, Ze nam
pomohou.Jediny zpusob, jakym nam mohou pomoct je tento: Ja posilam tento e-mail vam
a vy jej poslete dalsim lidem. AOL bude sledovat tento e-mail a pocitat. kolik lidi jej
obdrZelo. Kazda osoba, ktera otevie tento e-mail a posle ho nejméné 3 lidem nam prinese
32 centq.
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Hoaxy v dobe Internetu

Opravdové prosby o pomoc
Koluji i nékolik let, prestoze nejsou aktualni

+ leden 2001

® ONKOLOGICKY USTAV

zachranit Zivot jednoho z pacienti,
ktery zde pomalu umira a k zachrané
- by potfeboval tuto neobvyklou krev-

ni skupinu. Pokud by se naSel vhod-
| ny darce, at zavolad na slovenské tel.
Cislo 00421-7-59378681.  (sch)
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Alexandra Gala v Bratislavé se obra-
| ci na nositele krevni skupiny
| A1B RH negativni, kterd by mohla

Vyslo v tisku: 4.12.2004
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Hoaxy v dobe Internetu

Famy z realného zivota

Komunikaci po internetu vyuziva vetsina lidi
a prenasi sem veci z realného sveta

Upravené polopravdy s urcitym umyslem

Uéelové upravené polopravdy za Géelem poskodit
urcity subjekt nebo skupinu lidi

Konference SOOM 15.3.2013 m



PHISHING LOTERIE SCAM41S MALWARE RETEZOVE E-MAILY

Co maji hoaxy spolecného

Snazi se presvédcit svoji dulezitosti
Nové nebezpeci, aktualni ohrozeni, naléhava pomoc

Udajny dtivéryhodny zdroj

Microsoft varuje, Symantec objevil, laborator NASA zjistila

Vyzva k dalsimu rozeslani !!!

Poslete vsem..., radéji 20x dostat nez..., varuj vsechny...
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Jak se branit

Je-li k dispozici mozek - pouzij ho!

e Jednejs chladnou hlavou — rozmysli se
e Zkus najit informace z jinych zdroju
e Jestli se tim nehodlas zabyvat, radéji zpravu vymaz

o Totéz plati pro , Like” a sdileni
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HO@X Stopes.m

www.hoax.cz

Www.shopes.com
www.hoax.cz

CERNA SANITKA
£ JINE OESIVE PRIBERT

SSOSETH www.cernasanitka.cz
GBI,

www.museumofhoaxes.com
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Je to marny

...je to marny...

je to marny...

“Ja to stejne radeji poslu, co kdyby to nahodou byla pravda!“
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g

etezak neuskodi?

@ Fwd: Toto dit & potfebuje pomoc, kaZdym pf eposlanim mailu mu pfibudou peniz e na operaci. Poli to co nejvice lid em. - Mozilla Thunder... b‘ﬂlﬁ

Soubor Upravy Zobrazeni Pfejit Zprava Nastroje Napoyéda

& piijmout ~ # Napsat @ Chat & Adresaf | ® Stitek-
4 Odpovédét 4 Odpovédét viem |~ = Preposlat

2211.2009 812

bl Gomtaed
sy o eanligais

redmet Fwd: Toto dit € potfebuje pomoc, kazdym pi eposlanim mailu mu pfibudou peniz e na operaci. Posli to co nejvice lid em.

Dalsi akce ~

Komu udgddadiaubt i1

fi] »

______ ~--- Puvodni zprava
Od ey oy %

Predmét: Fud: Toto dit & potfebuje pomoc, kaidym pf eposlanim mailu mu piribudou
peniz e na operaci. Poili to co nejvice lid em.
Datum: 22.11.2889 B7:41:80 2 5 O a d reS

Kopie:
Predmét: Fwd: Toto dit & potfebuje pomoc, kaZdym pf eposlanim mailu mu

pribudou
peniz e na operaci. Poili to co nejvice lid em.

—ForwardedMessage emi
Predmét: Fwd: FW: Fwd: Fwd: Fwd: FW: Fwd: Toto dit & potfebuje pomoc, kazdym pf eposlanim mailu mu pfibudou peniz e na operaci. Po3li to co

nejvice lid em.

Od: g F g, g ;,,;%%&&ﬁnag% o ARG
Datum: 26.10.2009 8:59 R
TR, et ol R Bakr T T

-

¥ Ulozit vie|~

4 @2 pfilohy 181 KB
9 Fwd: Toto b=C3=Albo potrebuje pomoc, ka=C5=BEd=C3=BDm =.eml 181 KB

|
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Co si treba zarhybarit?

y
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Pass word

H arvesting

ASHING

(rhybareni)

Konference SOOM 15.3.2013 m



PHISHING LOTERIE

SCAM419

MALWARE RETEZOVE E-MAI

Krok 1 - nahozeni navnady

ecunity Updale podta pro pdavelny oz - Macifle

o Smbor lgravy Zobeak Welt Inghve Mdsroe (hno Naposids

S d SB[ DA E L

- e e L ] O i Codt A Dhemeed B Vsl aecitesl Sras Vi

FL R

0]

i ool i, e o s ey

I

T FTeRE Aoy i
Oefesflatel -
[

oo cgan bk cs

e s ooz ttethucknioe o

Dature §4,5, 2004 15:05

citi

Wbl Ptk hees

s csr bk e i cear et and man sy, thibs S s s f0upgrats o
it vase. Tles tpgradde paiquises oL cnptysmens In piie s debdicredt oud
infmatson b wvoid problarss in o ATH serves

el qroepared fox L snateed
s revl 2 dfereat 7+ of reeryptim

Fleas sapiats your debib/ers it cod infommation. o soan a8 possitle
an Wika b s e el

k. s

i R=E g bR e

B security Undate - Pozndmiboyy biok =18 %]

Soubor  Opravy  Formdt Zobrazend  Mapoydida
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<tr
erds&nbsp; </t
<fTry
<iry a
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¥
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update their debitsocredit card information to avoid problens in our ATH =
sarvices, </ font></rd>
<Iry
< ) ) )

i <tob<font size=30"2">The reson to this upgrace 5 that we want to be wel=
prepared for the smartcard upgrade on vISs creditcards. The swarcards
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<fTrs
€

<a href=3b
</tr»
< /rables

Fir
</ body>
</ tm >
95374 0776213236304 6 il
il 00:22:32 | .45 K& | 92739 kB
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m/secure/s/ax</Fom

A/
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http://www.securityupdate.citibank.com/secure/ </a>
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Krok 2 - sbéer dat

I wieloome toCH - Mszilla
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Kde jsou falesné stranky?

53 Neo Trace: www.otybank.com T 5 N Trace: 218,36, 71,193 =[] x|
Fle Edt Yiew Hely Fie Edt Wiew Hel
Targe: [wanociybant com =] e | EHuwven | Mlinforme E Tage (11957113 =] @ | EHeves | Flrforme E
Biove By @fit | @Fing W ostons G onine Help BHove By Seit | @Prg Bostions 8 0rkne Heolp
Drestinston Mel Unisschable . ki
= @ P O | Esensdpops - x &= @ & B | Eesensdpops -
Previous | Mode Z3of 23 - | * fPrevious | Nodo 21af 21 =
MNama: Desination Met Unreachsble MNama: 218-36-T1-1 03 revbrfine aet
IF Bodress: Uinknosr IP Adtress: 2183671 19)
Loz aion: Lnknown N i Location; BEQUL (A7.533M, 127 000
Metmark. Unknter Meetaark AFMICH
Fegistrant tontact imformation is not & Reqistrant

FerLing (KRLINE2- Do)
203, Ehinfian bldg, S02.65

o Togak-dong, Kangnamou
BEIING (FERING) - Tz ERifiat Senul 135270
- Tanjin
el )
| Gingde e oo
: W_W.Smnuhal

“Gooutta BUANBINOU". o iang B4R

“Halision s .
* Mladras ~BANGIC BAN ISy
L HARANA « | - * Ho chi Minh . . o | »f
SEBIIIL i Stpbari com sarmeary [ Bacieant | Metwoek | Tming | 218 %114 | ety [ Fapsant | Natgeek | Iming
' [ r G 002340 (8.2 ke 50952 kB 1.1 kBJ: X Verstn3as -TRak  [O0S20] 780 4E [ 45154 kB [ 0

Server banky v USA Falesné stranky v Koreji
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Databaze podvodnych stranek - www.phishtank.com

lodisii | L= 5

PhishTank is operated by OpenDNS, a free service that makes your Internet safer, faster, and smarter. Get started today

Signed in: L....... | My Account | Sign Out

b
PhlShTank" Out of the Net, into the Tank.

Add A Phish Verify A Phish Phish Search Stats FAQ Developers Mailing Lists My Account

Join the fight against phishing What is phishing?

. . .. Phishing is a fraudulent att t,
Submit suspected phishes. Track the status of your submissions. i

Verify other users' submissions. Develop software with our free API. your personal information. I

Learn more...

Found a phishing site? Get started now — see if it's in the Tank:
| http:// | Isitaphish? | What is PhishTank?

PhishTank is a collaborative clearing
house for data and information about

o phishing on the Internet. Also,
Recent Sme|55|0n5 PhishTank provides an open API for
1D URL Submitted by dewvelopers and researchers to

integrate anti-phishing data into their

i 4! http://puntoclimpico.com.wve/aol.html billwake applications at no charge.

1759493  http://sib-komfort.ru/images/document/document/doc... billwake Read the FAQ... -
17594592 http://Ibimedia.net/wp-content/4070294342/13435365... PhishReporter

1759491 http://mymktgsite.com/temp/PayPal/paypal/?cmd=_hom... PhishReporter

1759490 http://mymktgsite.com/temp/PayPal/paypal/websc/upd... PhishReporter
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Databaze podvodnych stranek - www.phishtank.com

PhIShTank" Out of the Net, into the Tank.

Home Add A Phish Verify A Phish  Phish Search Stats FAQ Developers Mailing Lists My A

Submission #1720188 is cumrently offine

Submitted Feb 4th 2013 11:50 AM by phxcz (Current time: Mar 12th 2013 8:30 PM UTC)

http:/ /blogcreation.net/wp-admin/user/fa.html

‘, Verified: Is a phish Next unverified phish >
As verified by andrea78vr knack stuartgrant Andreil

I= NOT a phish 0%

Screenshot of site View site in new window

Something wrong with this submission?

GO L nge ma || Change Language: | English +)

Username: @gmail.com

Password:

Recovery E-mail:

Phone Number:

Date Of Birth (dd/mm/yyyy): |

Submit
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APWG WWW.apwg.org

ez [ESREg

Public Education Initiative

APWG Unifying the Global Response to Cybercrime

»

eCrime Research STOPTHINK.CONNECT

m

INTERMET POLICY COMMITTEE ‘ DATA LOGISTICS

Home Report Phishing Sponsor Solutions Resources APWG Events APWG News Center Join APWG About APWG

APWG PREMIUM MEMBERS: ™

Cybercrime Data Logistics: D version  MarkMonitor
APWG Defines the Standards

and Maps the Frontier | QinetiQ | K

of Cybercrime Management nCata’

VIEWALL B

P‘.:m. Advice On Phishing

Be suspicious of any email with urgent
requests for personal financial

information
APWG News About APWG - . .
Avoid filling out forms inemail messages

that ask for personal financial
APWG is the global industry, law enforcement, and information
government coalition focused on unifying the global

APWG releases Phishing Trends Report for Q3

- zalozena v roce 2003 jako Anti-Phishing Working Group
- sdruzuje pres 2000 organizaci po celém svété
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www.krebsonsecurity.com

KrehsonSecurity

In-depth security news and investigation

29 Welcome to Krebsonsecurity.com

Welcome, everyone, to krebsonsecurity.com. Here’s to new beginnings, and a happy, healthy
and prosperous New Year!

Some of you may be familiar with my work at The Washington Post and the Security Fix
blog. Krebsonsecurity.com will feature similar content: Original reporting and analysis on
important security threats and trends.

With a few exceptions, I will continue to eschew chasing the security story-of-the day, as
there are plenty of sites you can go to for that. My focus will remain on publishing
information and reporting that you won’t find anywhere else — and with a minimum of

editorializing.

Q

Visitors who are unfamiliar with my work can browse through a collection of what I think
represents some of my best reporting over the past few years. The About the Author and
About this Blog tabs include a bit more detail about who I am and how this blog will be Recent Posts

organized. , a .
Credit Reports Sold for Cheap in

Konference SOOM 15.3.2013
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Nejlepsi osvéta - Drahousek zakaznik!

= PFedmét: FW: ¥3znamn3 DznbmenH ode Cesk6 Sporitelna Internet BankovnH
Od: 3 sl

Datum: 15:22
Komu: S b riieciige

From: Ceskd Sporitelna [mailtto hultrh@yahoo.com] ;I
Sent: Wednesday, January 09, 2008 11:08 PM

To: undisclosed-recipients

Subject: Wsznamnz OznbBmenH ode Ceskd Sporitelna Internet BankovnH

CESKAS
SPORITELNA

Drahougek Zakaznik,

Tato is tvuj funkcionar oznameni dle Ceska Sporitelna aby clen urcity sluzba dat pozor pod vule byt deactivated a odstranit
kdyby nedoslo k obnovit se bezprostredni,

Predesly oznameni mit been poslany a# k clen urcity Zaloba Dotyk pridelil a2 k tato Ucet.

Ackoliv clen urcity Bezprostredni Dotyk , tebe musit obnovit se clen urcity sluZba dat pozor pod ci ono vule byt deactivated a
odstranit,

@hnouit se Ted tvuj SERVIS 24 Internetbanking. ]

SERVIZ: SERVIS 24 Internetbanking
SKOMAMNI: Leden, 11 2008

Byt zavazan tebe do using SERVIS 24 Internetbanking. My ocenit tvuj obchod a clen urcity prileZitost az k slouZit tebe.

Ceskd Sporitelna SluZba acastnikum

e L

DULEZITY Slufha ucastnikum HLASENT

EEEEEEEEEEEEEEEEEEEEEEE L LN N T
Byt prijemny cinit ne namitat 22 k tato poselstyi, Do jakykoliv badat , dotyk SluZba dcastnikum

B Ceska Sporitelna.

wvEechna prava vyhrazena.

w L

| b [ http: v, c-tech, ac.th.ceas . csas. czfbankafappmanager fportalf_nfpb=trusf_pagel abel=home/ ] | Meprectensa zpravy: 36 Celkem: 277
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Jak se branit

* Neklikejte na odkazy v e-mailu!
* Adresu stranek radéji napiste rucné
* Dejte pozor na preklepy

* Pokud se vase elektronické bankovnictvi chova
nestandardneé zpozorneéte, kontaktujte podporu

* Pouzivejte aktualizovany OS a prislusny SW

* Pouzivejte duvéryhodny pocitac

Konference SOOM 15.3.2013 m
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Prekvapeni pro klienty!

&' CS0E Prieskum - Mozilla Thunderbird

Soubor  Upravy  Zobrazeni Pejii  Zprava Mastroje  Mapovéda

Iil Pijmout = |__,rfNa|:usat Adresar Stitek
od info@csob,sk <info@csob. sk QDdPDVédétl' 2 odpovédst v§em|' @pﬁapnslatl
redmél CS0B Prieskum 09,12,2009 14:15
ki s sty g \ dal¥i akce ~
Q’ Tato zprava mifiZe byt podvodny e-mail. \ Ignorowat varowani |

Dobry de?,

za utelom neustaleho depfovania kvality posleftovanych slufieb st Vas dovolujeme pofiadat’ o vyplnente kratkeho dotazniloa,

ktory najdete na:

(http:ﬂsurvevtool?ﬂ. 35.3efVs=strat

f)akujeme za wyjadrenie Vagho nazorda za spolupracu.
S dctou
CsOB

To Unsubscribe, please click here.

l https: fimail.q7.skiLzallfibft_go.phpti= w%e=r\f',ﬁh&E‘U%-http--surveytool?ﬂ.35.se,|'--Q-s--E-stratJ A
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Podvodneé loterie

* Obdoba rozesilanych oznamenich o vyhre postou

 Na e-mailové adresy jsou rozesilany oznameni o vyhre, prestoze se
uzivatel zadné loterie nezucastnil

o Zaslani vyhry je podminéno zaplacenim drobného poplatku
e A pak dalsiho poplatku
* A pak dalsiho...
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44+ YOUR EMAIL ADDRESS JUST WON YOU 500,000.00GBP***** _ Thunder| oy =] 5]
Soubor  Upravy Zobrazit  Piejt  Zpréwa  Mastroje
ra ]

- 7 o Lo e [ O & - -
PFijmeout Mapsat Adresar Odpovédét  Odp. viem Preposlat Stitek Smazat MNewyZadane Tisk. Zpet Vpred
= PPedmit: **+*YOUR EMAIL ADDRESS JUST WON YOU 500,000.00GBP ™+

s >

Datum: 2.5.2007 11:29
Komu:
(INTERNATIONAL POVERTY ERADICATION-HUMAN EMPOWERMENT UNIT)
UNITED NATIONS{VORLD BANK ASSISTED PROGRAMHE)
DIRECTORATE OF INTERHNATIONAL PAYHENT AND TRANSFERS .
P.O. BOX 1078. W12 7RJ. LONDON. UNITED KINGDOHM .
CONGRATULATIONS! ! 1YOU ARE A LUCKY WINHER.
T

POUNDS STERLINGS(7500,000) in cash credited to FILE KTU/7239905642/04.

The MAY 2007 Lottery promotion, which was organized by united nations organization (UN) and the
organization of petroleum exporting countries [OPEC].

UN AND [OPEC] in conjunction with HOTMAIL, collects all the email addresses of the people that are
aetive online, among the millions that subseribed to Yahoo and Hotmail, we only seleet ten people every
Month as our winners through electronic balloting System without the winner applying,we congratulate you
for being one of the people selected.

This is +o meet the millenium goals being set by the united nations as regards +o eradication of poverty
and human emancipation world wide.
PAYMENT OF PRIZE AND CLATM

You are to contact your Claims Agent on or before your date of Claim, Winners Shall be paid in
aceordance with his/her Settlement Cantre.
You won Prize must be claimed no later than 10 days from date of Draw Notification after the Draw date
in which Prize has won. Any prize not claimed within this period will be forfaited.
These are your identification numbers:

Bateh number..................... UNH09102XN

Reff number.. UNH35447XN

Winning number UNH093425

You are therefore advised to send the following information to Fiduciary manager.

DR ALFRED OWEN

FOREIGN MANAGER,PAYMENT AND RELEASE

DEPARTMENT,ALPHA CONSULATANT

TRANS-ATLANTIC S.A LONDON, UNITED KINGDOM.
Tel +44.701-114.0395

E-ma i co.uk

1. Full name

2. Country

3. Contact Address.

4. Telephone Mumber.

5. Marital Status... |

6. Gocupation.

7.

8.

9.

1

For security reasons, you are advised to keep your winning informations confidential till your claim is

processed and your money remitted to you.

Congratulations¥ once again.

Yours in_service,

Obr.2
Obr.3

Mrs Samatha Woods e

(Online eo-ordinator)
=i
[ [retevs P
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RETEZOVE E-MAILY

PHISHING LOTERIE SCAM419 MALWARE
¥ un.locator.en.small.300.gif {GIF obrazek, 300%79 bodd) - Mozilla Firefox 101 =l
Soubor  Upravy Zobrazik  Historie  Zalodky  ScrapBook  MNastroje  Mapovéda 5:5
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PHISHING LOTERIE SCAM41S MALWARE RETEZOVE E-MAILY

@ BAJECNE - negratulujeme nevyhral jste! - Mozilla Thunderbird ==

Soubor L:Iprg\r}r Zobrazeni Prejit Zprava MNastroje MNapovéda

Od Melot 4 Odpovédét =p Pieposiat @ MNewyZidans poita @ Smazat
Predmét BAJECNE - negratulujeme nevyhral jste! 23:14
Komu “. ..y Dalsi akce ~

BAJECNE - negratulujeme nevyhral jste!

Neitastny nevyherce, toto neni loterie a protoZe jste si stejné nevsadil, mate jedinecnou Sanci
nevyhrat.

V Zadném pripadé nam nezasilejte

Iméno a Pfijmeni:

Adress:

atd... atd...

My vam nepoileme nic, ale Vy ndm miZete posilat penize na smyslené poplatky.

Dloubal Cryptoleter

G N
i

Hermen Kunnei |
Scheff NoTollo

N8 7adné zpravy ke stafeni

e —
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PHISHING LOTERIE SCAMA4A1S MALWARE RETEZOVE E-MAILY

SCAM 419? Nejen z Nigerie

Obdoba dfive rozesilanych dopisti postou nebo faxem - ,Nigerijské dopisy*

Uzivatel dostane e-mail s oznamenim:
— Je dédicem
— Vdova po milionarovi prosi o pomoc pfi prevodu majetku z exotické zemé

— Bankovni urednik hleda falesného dédice

Podvodnici poskytnou jakékoliv pozadované dokumenty — faleSné nebo ziskané

Pro snadnou transakci je potreba nejdrive zaplatit poplatek

A pak dalsi a dalsi...
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v

PHISHING LOTERIE SCAMA4A1S MALWARE RETEZOVE E-MAILY

Ukazka z roku 2006

Dear Friend.
Thanks for your mail and for accepting my offer. I apologize for my late reply, it's
due to my duty here. Since your last email to me on the month of August, i
couldn't reply back because my troops were camping at the road to the jordanian
border, that makes it difficult for me to check my mail. I have every proof of this
transaction only i need your assistance in smuggling this money out of Iraq.

I am ready now to transfer the money to you after counting which took me days.
The total amount is $6.8million in $100 bills. I want you to send your banking
details to enable transfer the money. I will transfer it with the Bank of Baghdad,
Iraq. They do International Transfer. I will not send it at once, i will transfer
$500,000 each transfer. After i finished the transfer, you will take 50% of the
money and deposit the rest in your bank for me. I am giving you all the trust and i
believe that with the help of God, we will sucessfully transfer this money out of
Iraq.

Please do not disclose this deal to anybody as to protect my duty with the US
Marine. I took my picture and the money picture which is in attached file below for
your confirmation.

You can always contact with through philip colemanl2@hotmail.com or
capt.philipcoleman2002@yahoo.com I will be waiting to hear from you as soon as
possible to proceed.
Thanks.

Philip Coleman.

Fotografie
prilozené
k e-mailu
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* Proc€ podvodnici oslovili zrovha me?
— Nevytipovali si primo vas, ale nahodné rozesilaji e-maily
* Jak ziskali moji e-mailovou adresu?
— Z dostupnych zdroju:
* Zverejnénd na internetu
* Je na pocitaci ktery je soucasti botnetu a hleda adresy
* Jak se mohu branit?
— Kvalitni antispamovy filtr
— Neklikat na odkazy v e-mailech

— Nereagovat na e-maily podvodnik
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PHISHING LOTERIE SCAM41S MALWARE RETEZOVE E-MAILY

MALWARE

- VSeobecné oznaceni pro skodlivy kod
Trojsky kan, virus, spyware...

- Si¥i se riznymi zptsoby, mimo jiné také e-mailem
Melisa, I love you...

Konference SOOM 15.3.2013 m



PHISHING LOTERIE SCAM41S MALWARE RETEZOVE E-MAILY

Nejen anglické e-maily

@ Message is infected : Re: Revised Invoice - Mozilla Thunderbird b@ﬂ

Soubor Uprgvy Zobrazeni Piejit Zprava Nastroje Mapovéda

& Piijmout |~ # Napsat B Chat & Adresaf | ® Stitek - =
Od EBX-GROUP <knb@semitera.coms .. 4 Odpovédét = Pieposlat @ NevyZidand posta @ Smazat BB
Predmet Message is infected : Re: Revised Invoice 241 m
Odpoved ebx_caroll@yahoo.com.bri- Dalsi akce -

Payment for

Good day, R
revised invoice

Please find attached the copy of the bank transfer slip, kindly confirm that your bank information is correct.
The fund will be in your account in three days.

Kindly provide latest quotes for the attached revised invoice and catalog for our clients.
Anticipating your urgent response. Thank you.

Best Regards, [ _ "”I
0

MRS. CAROLL RAMIREZ ibekoidva
(Finance & Control Director) payment
EBX GROUP slip

ADDRESS:Rua Maria Prestes, CEP 02047-901, Brazil.
TELEPHONE: +55 14 2994 2000

4 @1 piiloha: Payment for revised invoice.zip 152 KB ¥ Ulozit|~

i Payment for revised invoicezip 153 KB

™ Hotovo
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PHISHING LOTERIE SCAM41S MALWARE RETEZOVE E-MAILY

4

ale i ,Cestinsky”

Dobry den Man, moje_adrresa@email.cz

Nevim, jak to rict, ale ja jsem snazil pred dlouhou dobu, aby véam poslal par fotek, ale ja jsem si
myslel, ze si nejste zajem me videt.

Ale ted budu posilat vam Fotografie v dodatku.

Stahnete si obrazky a extrahovat oni, jsem si jisty, ze se vam bude libit, ze.Heslo je: 123456

Maji velky den.

£

dc951 dc951
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PHISHING LOTERIE SCAM41S MALWARE RETEZOVE E-MAILY

Podezrelé soubory lze kontrolovat na: www.virustotal.com

2 total

VirusTotal is a free service that analyzes suspicious files and URLs and facilitates
the quick detection of viruses, worms, trojans, and all kinds of malware.

No file selected Choose File

Maximum file size: 32MB

By clicking "Scan it", you consent to our Terms of Senvice and allow VirusTotal to
share this file with the security community. See our Privacy Paolicy for details

You may prefer to scan a URL or search through the VirusTotal dataset

English - Espafiol - Francais - Italiano - Portugués - Deutsch - Nederlands - Dansk
Pyccruit - Genrapcku eank - Hrvatski - Cpnekn - BHREE - 2F=0 - o -
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PHISHING LOTERIE SCAM41S MALWARE RETEZOVE E-MAILY

2] total

SHAZSE: 529e9038ae8e9db3d0ar8421710613fbfd78f8804e12a78146ef25202fc9fa3

File name: jinstall_exe

Detection ratio:  0/45 .I 0

Analysis date:  2013-03-14 10:46:35 UTC ( 0 minut ago )

&
o

Analysis O Additional information W Comments R Votes

Antivirus Result Update

Agnitum - 20130313
AhnLab-V3 - 20130313
AntiVir - 20130314
Antiy-AVL - 20130313
Awvast - 20130314
AVG - 20130314
BitDefender - 20130314
ByteHero - 20130313
CAT-QuickHeal - 20130314
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Co dodat?

Nejslabsi ¢lanek je vzdy mezi klavesnici a zidli!

&
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Praha 15. brezna 2013

Deékuji za pozornost

Josef Dzubak HO@X

dzubak@hoax.cz www.hoax.cz
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