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The Open Web Application Security Project

OWASP is a worldwide free and
open community focused on
improving the security of
application software.

Our mission is to make
application security visible so

. that people and organizations
can make informed decisions
about application security risks.

hup://www.owasp.org

Everyone is free to participate in

OWASP and all of our materials

are available under a free and
open software license.

The OWASP Foundation is a
501c3 not-for-profit charitable
organization that ensures the
ongoing availability and support
for our work.




. Co je OWASP TOP 107?
. TOP 10 2010 VS TOP 10 2013

OWASP Top 10 — 2010 (Previous)

OWASP Top 10 — 2013 (New)

Al — Injection

Al — Injection

A3 — Broken Authentication and Session Management

A2 — Broken Authentication and Session Management

A2 — Cross-Site Scripting (X55)

A3 — Cross-Site Scripting (X55)

Ad — Insecure Direct Object References

A4 — Insecure Direct Object References

AB — Security Misconfiguration

A5 — Security Misconfiguration

A7 — Insecure Cryptographic Storage — Merged with A9 =

AB — Sensitive Data Exposure

A8 — Failure to Restrict URL Access — Broadened into =

AT — Missing Function Level Access Control

A5 — Cross-5ite Request Forgery (CSRF)

A8 — Cross-Site Request Forgery (CS5RF)

<buried in A6: Security Misconfiguration=>

A9 — Using Known Vulnerable Components

A10 — Unvalidated Redirects and Forwards

A10 — Unvalidated Redirects and Forwards

A9 — Insufficient Transport Layer Protection

Merged with 2010-A7 into new 2013-A6



« OWASP Zed Attack Proxy

. Untitled Session - OWASP ZAP
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Welcome to the OWASP Zed Attack Proxy (ZAP)

ZAP is an easy to use integrated penetration testing tool for finding wulnerabilities in web applications.
Please be aware that you should only attack applications that you have been specifically been given permission to test.

To quickly test an application, enter its URL below and press ‘Attack’,

URL to attack: http:

| & Attack || M Stop

Progress: Mot started

For a more in depth test you should explore your application using your browser or automated regression tests while proxying through ZAP,

If you are using Firefox 24.0 or later you can use 'Plug-n-Hack' to configure your browser: v
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« OWASP testing guide @OWASP | Testing Guide

release

Project Leaders: Matteo Meucci and Andrew Muller

Creative Commons (CC) Attribution Share-Alike
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« OWASP CSRFGuard && OWASP ESAPI

« ESAPI (The OWASP Enterprise Security API) Is a free,
open source, web application security control library that
makes It easier for programmers to write lower-risk
applications.

 The OWASP CSRFGuard library Is integrated through
the use of a JavakEE Filter and exposes various
automated and manual ways to Iintegrate per-session or
pseudo-per-request tokens into HTML.



« OWASP CSRFGuard && OWASP ESAPI

<script>...NEVER PUT UNTRUSTED DATA HERE...</script> directly in a script
<l--..NEVER PUT UNTRUSTED DATA HERE...--> Inside an HTML comment
<div ...NEVER PUT UNTRUSTED DATA HERE...=test /> In an attribute name

<NEVER PUT UNTRUSTED DATA HERE... href="ftest" /> in a tag name

<style>...NEVER PUT UNTRUSTED DATA HERE...</style> directly in CSS




« OWASP Software ASsurance Maturity Model

(SAMM)

SAMM Overview
Software
Development
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Security Practices

Strategy & Education & Security Design Security Environment
Metrics Guidance Requirements Review Testing Hardening
Policy & Threat Secure Code Vulnerability Operational

Compliance Assessment Architecture Review Management Enablement




OWASPvGR
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» Hlavni cil: funguijici é aktivni komunita

+ Naplnéni cile:
»+ OWASP meetings
* Mailing list
* Twitter
* OWASP pages




Komunita a komunikace

https://www.owasp.org/index.php/Czech Republic

https://lists.owasp.org/mailman/admin/owasp-
czech republic

owasp.security-portal.cz

https.//twitter.com/OWASP Czech
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