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Ekosystem Darknetu - obSan
= Anonymizacni site

= Jor

= Hidden Services

» Black Markets

» De-anonymizace v siti Tor

» Kradeze Bitcoinu

» Tor & Bitcoin aféry

_Sfoo\lﬂ AEC

nnnnnnnnnnnn



* Tor (The Onion Router)
* |2P (Invisible Internet Project)
" Freenet

Soom AEC
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Typy siti z pohledy anonymity

» Clearnet (Internet)
— http://justhack.net/
— https://darkode.com/

= Darknet

— Silk Road
— Freedom Hosting

= Deepnet
— Invite Only Boards

N\
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The Onion Router

Anonymizacni sifrovana sit
entry/relay/exit node
Seznam exit uzlu

— https://check.torproject.org/cgi-bin/TorBulkEXitList.py

Tor Browser Bundle vs. Daemon

Konzument vs. poskytovatel obsahu
— Hidden Services

Soom
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Entr y guard == Encrypted by Tor

é ==« Not encrypted by Tor

Tor chent

@ network

Middle relay

Exit relay
soom AES
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Hidden Services

= \Webovy server
— LAMP
— VPS/Raspberry Pi

= Domeény
— http://32rfckwuorlf4dlv.onion/
— http://silkroad6ownowfk.onion/ (onioncat)
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= /var/lib/tor/hidden_service/hosthname
= /var/lib/tor/hidden_service/private key

= [etc/tor/torrc

HiddenServiceDir /var/lib/tor/hidden_service/

HiddenServicePort 80 127.0.0.1:80

Soom AEC
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Hidden Services - sluzby

= Katalogy "
— Onion Url Repository gof M
— http://32rfckwuorlf4dlv.onion/
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Onion Anonymity

Main Menu

Onion Url Repository FREEDOMS-O0OF-SPETETCH
ONION-ROUTING
ANONYMITY-ONLINE

ahout or that promote:
dumber of 1
Client

Latest: Onion urls

no4Ta

ity

Number of visitors

§ Tod
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Hidden Services - sluzby

* Vyhledavace .;
— Grams o
— http://grams7enufi7jmdl.onion/ :
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Helix Login

Grams

"The only way to deal with an unfree world is 1o become so absolutaly free that vour very existence is an act of rebellion."

Grams Search I'm Feeling Lucky
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Hidden Services - sluzby

= Hidden Wik
— The Hidden Wik
— http://zgktlwidfecvob6ri.onion/
— http://kpvz7kpmcmne52qgf.onion/
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Soom

The Hidden Wiki

page

Main

Page

Welcome to The Hidden Wiki

Mew hidden wiki ur

Editor's picks

. Perform Dead Se

th
on taken

nié Add it to bookmarks and spread i

ith it

. online and off.

ontent.

vou to add n es to its datab
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Hidden Services - sluzby

= Freemall
— TorBox oorg M
— http://torbox3uiotéwchz.onion/ .
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Welcome to TorBaox.

This iz a hidden mailbox service only accessible from TORE. There is no connection
between TorBox and the public internet: All the messages are sent and received
within TorBox.

Just for a new TorBox and start sending and receiving email within TOR.

AEC

DATA SECURITY




Hidden Services - sluzby

* Freehosting |
— Freedom Hosting Il .
— http://fhostingesps6bly.onion/
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b | Log In

Freedom Hosting II

Anonymous Freehosting with PHP/MySQL Support @ fhostingesps

mission for uploac any illegal fi

Custom plans and pricing available upon request.
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Hidden Services - sluzby

Webhosting
VPS/Shells

Image Hosting
File Sharing

IRC

Détské porno (CP)
Black Markets

Soom
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Black Markets

» Silk Road 2.0
— http://silkroad6ownowfk.onion/

= Pandora
— http://pandorajodqp5zrr.onion/
= Agora
— http://agorahooawayyfoe.onion/
» Carders Market
— http://carding2bil6j7ja.onion/
Soon AEC ..




Black Markets - zbozi

Drogy a zakazana leCiva

Cisla kreditnich karet (cc)
Zakazana pyrotechnika, literatura
Sluzby (hacking)

Kradena elektronika

Zbrane

Falesné doklady, bankovky
Najemna vrazda

Soom
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Black Markets — system duvery

= Hodnoceni uzivatelu

= Escrow system

* Finalize early (FE)

= Neduvéryhodny inzerat
— Z podstaty veci (hitman)
— Hidden Wiki ,Scam® tag
— fotografie produktu

ra Y -
Soom AEC



MBB 6cm x 8cm 100 flat foil pouches
10.077639

(16)

Kingdom
gdom sold by PlutoPete m

Moisture Proof Mylar Bags (MBB) All shapes and sizes (NAME BRAND 3M)
180.000268 as

u
i SatoshiShop [EB

MBB 8cm x 12cm 100 Flat Foil Pouches
10.142059

Unitec

MBB 10cm x 15cm 100 Flat Foil Pouches
80.172532 iy

d by PlutoPete [EE)

100pcs empty capsules size 00 Great to pack powdered drugs:)
$0.015519

(8)
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Black Markets — fotografie preduktu
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Black Markets - objednavka

* Produkt

= Mnozstvi

» Priplatek za Tracking number

= Sklad

* Jmeéno + adresa, resp. PM

= Komunikace pomoci PM (Private Message)

Soom AEC



Black Markets - Adresa

= Anonymni P.O.Box

= Opustena stavba s Cislem popisnym
= Balik na postu

* Internetove kavarny



Black Markets - Platba

= Bitcoin

= \Webmoney
= Perfectmoney

= Systemy bez Money Back Guarantee



Black Markets - Packaging
= Obal

— Vakuove sacky
— Alobal
— Mylar folie (MBB)
— Knihy/Casopisy
— Systém dvoijitého dna
= Balicek nedosel
— Scam
— Nevhodne zvoleny obal — neprosel pres celnici

=

§Boﬁ AEC
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Deutsche Post | letter | item status - Iceweasel
File Edit View History Bookmarks Tools Help

& Deutsche Post | letter .. | 4

€ )a deutschepost.de
E-Post Produkte Shop
SHIPMENT TRACKING Single inquiry Business customer International investigation request

Result:

Shipment number Item status

RG735118046DE The item was scanned in the country of destination Czech Rep at May 2, 2014,

New inquiry A

The item was scanned in the country of destination Czech Rep at May 2, 2014

Let us help you:

Customer service BRIEF Domestic Customer service BRIEF International: Business customer service BRIEF: (Postident
registered and COD items national: and Postzustellungsauftrag)

0228 4333113 0228 4333118 01806 555555

Mon.-Fri.; 8:00 a.m. 0p.m, * Mon.-Fri.: .m. .M. Mon.-5at.: 7.00 am. - 800 p.m. **
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De-anonymizace v siti Tor

= De-anonymizace konzumentu sluzeb
= De-anonymizace provozovatelu sluzeb
* Hledani Deepnet sluzeb

Soom —



De-anonymizace konzumentd'sluzeb

» Zastaraly Tor Bundle Browser
— Exploit
— JavaScript (standardnée povolen)
= Cas operacniho systému navstévnika (JS)
= | ocales
— Accept-Language: cs
= Poslat odkaz na URL v Clearnetu
= Poslat odkaz na PDF/Word dokument

Soom AEC
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About Tor - Tor Browser
File Edit View Histol Bookmarks Tools Help
About Tor

v s |

HOWEVER, this browser is out of date.

Click on the onion and then choose Download Tor Browser Bundle Update.

You Can Help!

help

ect is a US 501( 0 , de
nline anonymity and privacy. Learn more about The Tor Project

DATA SECURITY
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» Vytvorit dokument se zajimavym textem
» Dokument ulozit jako HTML stranku
* Vlozit na konec dokumentu element s ext. Zdrojem

<img src="http://domain.tld/image.png">

= Zmena pripony z .html na .doc(x)
= Funguje i v OpenOffice a LibereOffice
= MS Office 2010/2013 pouziva jadro IE 7

Soom AEC
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De-anonymizace provozovatelu HS

= Poslat pres PM odkaz na URL v Clearnetu
= PDF/Word IP Disclosure

* Rogue Tor Nodes

= Hacking




De-anonymizace - Hacking

= hostname -I
= curl ipecho.net/plain
— Iptables
= Exploit na aplikacni vybaveni
= Module server-status
— date/time
— nhavstévnost
— skryta administracni rozhrani
— kradeze BTC (session token v URL)

Soom AEC



= Webhosting
— PHP funkce posix_getpwuid()
— Pristup k shellu pres PHP ,exec” funkce
— mod_perl, mod_python
— MySQL

LOAD DATA LOCAL INFILE ‘'/etc/passwd' INTO TABLE test;

Soom AEC
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Hledani Deepnet sluzeb

= VPS/Shells
— Exploitace o
— Logovani historie .
— /etc/passwd
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Kradeze bitcoinu

* Module server-status
= wallet.dat (private/public key)

* Private Key = number

— 256 bit unsigned integer (32 bytes)

— 11579208923731619542357098500868790/8532699846656
40564039457584007913129639936 (1077)

= Brain Wallet
— brainwallet.org
— blockchain.info

Soom e



bitcoin-cli getbalance
# 0.00000000

bitcoin-cli importprivkey 5JdeQ39z8NUkKNVvB37tt74Cu2WSNVj7qb9PdY651Uo0QnqyCm937
bitcoin-cli importprivkey 5JcHF3GtHTXHmM2VVLYevaBYmp1lMLEmrhQu4hL4gaPpXWxaQrJsa
bitcoin-cli importprivkey 5JXvHQfGHxUffo8BLRG1RBecRCZ2Jygtx5¢cNSiZoyk5Zcmhsdso
bitcoin-cli importprivkey ...

bitcoin-cli getbalance
# 0.61120000

bitcoin-cli sendtoaddress <attacker btc addres> <amount>

500|ﬁ' AEC

nnnnnnnnnnnn



Prani Spinavych Bitcoinu
= VSechny Bitcoinové transakce verejne
— https://blockchain.info/
= Mixing Service
— https://bitmixer.io/
= Smenarny
— BTCto USD
— BTC to EUR



Tor & Bitcoin afery

= Silk Road
— Spusténa roku 2011
— Vypnuta FBI roku 2013

— Zakladatel Ross William Ulbricht aka
,Dread Pirate Roberts” (29 let, San Francisco)

— Obvinén z prani Spinavych penéz, obchodu s narkotiky,
hackingu a objednani najemnych vrazd

— V roce 2013 puvodni admini zakladaji Silk Road 2.0

— Captcha

Soom AEC
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Tor & Bitcoin afery

* Freedom Hosting
— Spusten roku 2011
— Vypnut FBI roku 2013
— Zakladatel Eric Eoin Marques (28 let, Irsko)
— Zanikla 2 vsech Hidden Services v siti Tor
— V roce 2014 spustéen Freedom Hosting |l

§63m AEC
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Tor & Bitcoin afery

= Sheep Marketplace
— Spustén 2013
— Provoz ukoncen koncem téhoz roku

— Zakladatelem Cech Tomas Jifikovsky
aka Sheep

— Odcizeno 5 400 BTC (~ 100 mil Korun) N—
— Trestne stihan
— Webhosting snekweb.cz (Snekweb)

§6°“q AEC
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Tor & Bitcoin aféry

= bitcash.cz

— Provozovatelem Karel Minx
aka Carlos

— Fake e-mail koncem roku 2013

— Odcizeny BTC v hodnote 3,4 mil KC
— Zaveér
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De-anonymizacni utok v Tor

* Nejvetsi dosud znamy utok na anonymitu v Tor
* Od 30. ledna 2014 do 4. Cervence 2014

» Pridano 115 ,zlych® relay uzlu (6,4 %)

= Confirmation Attack & Sybila Attack

= Zamereno na de-anonymizaci Hidden Services
= Doporucen presun HS na noveé IP

Soom AEC
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